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Cybersecurity Awareness Month

October is Cybersecurity Awareness Month

CISA and the National Cybersecurity Alliance (NCA) are asking
you to nNnSee Yourself in Cyber.o

Individuals and organizations can improve their cybersecurity
efforts through the following key actions:

Recognize and Report Phishing
Collaborate and share information in real-time

Update Your Software
Use Strong Passwords
Enable Multi-Factor Authentication

https://www.cisa.qov/cybersecurity-awareness-month
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https://www.cisa.gov/cybersecurity-awareness-month

State & Local Cybersecurity Grant Program

$1 Billion (over 4 years)

NOFO released 9/15 (CyberGrants | CISA)
BUILDING A
. . . . . BETTER AMERICA
Helps eligible entities address cybersecurity risks and
threats to information systems owned or operated byd or A CUIDEROOK 10 THE
on behalf of SLLT. BIPARTISAN INFRASTRUCTURE LAW
FOR STATE, LOCAL, TRIBAL, AND
ELIGIBLE USES T orher parTNERS

Develop and revise cybersecurity plans
Implement elements of the cybersecurity plan
Address imminent cybersecurity threats

Other appropriate activity determined by the DHS CISA
Director
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https://www.cisa.gov/cybergrants

lowa T TICP and FOG Update

Update on the lowa TICP

Updated to incorporate updates to the encrypted talkgroups
that the ISICSB just adopted.

The TICP is currently being sent to some final internal reviews
and should be ready for the ISICSB review in a few weeks.

Update on the lowa FOG
The FOG is being drafted in parallel with the TICP.

Taking into consideration some feedback passed on during a
recent SS-COML.

lowa eFOG development will commence once FOG is
completed and adopted.

STATE OF lowA

Tactical Interoperable Communications

Field Operations Guide

f

911 Y lowa Statewide Interoperable
<> Communications System Board

Version 1.0
October 2022
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NIFOG Updates

eNIFOG 2.01 available for download on phones, tablets and
computers.

NIFOG 2.01 hard copies recently printed and received by
headquarters. Shipping to SWICs is underway

100 copies being mailed to each SWIC
Individual orders will be considered after first order distributed

Field Operations Guides | CISA

National Interoperability

Field Operations Guide

Version 2.01
MARCH 2022

Cybersecurity and Infrastructure Security Agency
U.S. Department of Homeland Security
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https://www.cisa.gov/safecom/field-operations-guides

PSAP Cybersecurity Whitepaper

Two Things Every 911 Center Should Do to Improve
Cybersecurity

9-1-1: Nations most direct route to emergency assistance
Criminals & nation-states exploit cyber vulnerabilities

New 9-1-1 technology enhancing PSAP capabilities expands
threat vectors

Actionable steps for PSAPs to enhance their cybersecurity
posture

Provides resources to help PSAPs conduct cyber risk
assessments and to develop cyber incident response and
vulnerability response plans

SAFECOM NCSWIC

TWO THINGS EVERY 911 CENTER SHOULD DOTO
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SAFECOM Nationwide Survey

Nationwide data collection effort to obtain actionable
and critical data t hat dri ves our nati onds er
communication policies, programs, and funding. Factors that Affect Ability to Communicate

Factors that Affect an Organizations Ability to Communicate

Directed by Congress. Every 5 years.

UNPLANNED SYSTEM/EQUIPMENT FAILURE

Little Extent None
35% 26% 9%
36% 28% 6%

POOR COVERAGE (OUTDOORS) 30% 12%
DEFERRED CAPITAL EXPENDITURES 24% 30%
. . EQUIPMENT FAILURE BEYOND THE CONTROL OF OUR ORG 33% 31%
LaSt S N S I n 2 O 1 8 R am I n u fo r 2 O 2 3 INSUFFICIENT SYSTEM/EQUIPMENT REDUNDANCY 31% 32%
. " EXCESSIVE PLANNED DOWNTIME 40% 21%

INCOMPATIBILITY OF PROPRIETARY SYSTEMS/MODES/ALGORITHMS 28% 43%
SYSTEM CONGESTION (E.G., LIMITED SPECTRUM CAPACITY)
POOR SUBSCRIBER UNIT QUALITY

: .
Questions developed. Under review by SAFECOM = i
p " y INSUFFICIENT ROUTE DIVERSITY 45% .

CYBERSECURITY DISRUPTION OR BREACH 57% - !

DEFERRED MAINTENANCE 32% 3]!% .

. INSUFFICIENT SITE HARDENING 48%I )

DIMINISHED SERVICE DUE TO ADDING USERS BEYOND OUR ORG 53% J

Data Description

O t h P I d I d = The majority of organizations (91%) report poor in-building coverage impacting to some extent their ability to communicate,
u re aC a n eve O p e . and 88% report poor outdoor coverage impacting to some extent their ability to communicate

= 30% of organizations reported unplanned system failures greatly affect their organization’s ability to communicate
= 44% of organizations identify a cybersecurity disruption/breach as impacting their ability to communicate

N4 Homeland

https://www.cisa.gov/safecom/sns &D seeurity e
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https://www.cisa.gov/safecom/sns

NIMS ICT Functional Guidance

FEMA seeking public feedback on National Incident Management
System (NIMS) Information and Communications Technology
(ICT) Functional Guidance (comments due Oct. 20)

Framework incorporating Information and Communications
Technology (ICT) Branch into ICS (Logistics Section).

Reaffirms and expands Communications Unit
COML, COMT, INCM, INTD, RADO, & AUXC

Establishes IT Service Unit

IT Service Unit Leader (ITSL), Unified Help Desk (HELP), & IT
Support Specialist (ITSS)

Establishes Cybersecurity Unit

Creates Cybersecurity Unit Leader, Cybersecurity Support Specialist,
= & Cybersecurity Coordinator

National Incident
Management System

Information and Communications Technology
Functional Guidance

August 2022
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PSAP Cybersecurity Webinar Availability

State of Kansas is hosting two PSAP Cybersecurity webinars that
are now open for regional enroliment.

Held on October 18t at 0900-1100 and October 20t at 1900-
2100.

Registration: ks.train.org/ks/admin/course/1105663/live _event

Questions should be directed to Angela Murphy -
angela.murphy@kansas911.org

State Training
Announcement

Cybersecurity & Infrastructure Security Agency (CISA)

911 PSAP CYBERSECURITY
AWARENESS WEBINAR

§ OCTOBER 20, 2022 - 7:00PM - 9:00PM (CT) s
L b 1 1) Goot UL L LY U il i

To Join The Meeting:
meet.goto.com/155817317

Conference Number
Access Code
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For more information:

Chris Maiers
7
,((L.@ ‘a" Christopher.Maiers@cisa.dhs.gov
U 202-701-3235
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